BioStation

Giai phap sinh trac hoc cho Hanh khach san bay




BioStation
Giai phap nhan dién sinh trac hoc tién tién

Rat ngan thai gian lam tha tuc, gidm un tac.
Nang cao trai nghiém khach hang.
Dép Ung tiéu chuan an ninh cao nhat.

Hién dai hoa va toi vu van hanh san bay.

BioStation cho phép hanh khach xac thuc danh tinh
chi bang khuon mat (hoac cac dii liéu sinh trac khéc),
thay vi xuat trinh gidy 0 tai cac diém kiém soat nhu:
check-in {quay, kiosk tu phuc vu), an ninh va clia ra
may bay.

TAM NHIN

Dan dau giai phap sinh trac hoc, dem lai trai nghiém lién mach, an toan va
thong minh cho moi hanh khach.

SU MENH
Néng cao hiéu qua vén hanh cho cac san bay vdi cong nghé an toan, bén viing,
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TONG QUAN HE THONG BIOSTATION :

Thiét bi: Thiét bj hién dai

« Phan mém quén ly: Hé thdng digu phéi,
dugc tich hgp tai cac diém enroll.

xéc thuc va luu tril dit liéu an toan.

Giao dién tich hgp:
Dashboard quan tri, ing dung cho nhan vién sin bay
va giao dién than thién cho hanh khéch.

LG1iCH cOT LOI

0 Dong nhat danh tinh - BioStation thay thé nhigu loai gidy t&
béng “dinh danh duy nhét” (single token) cho ca hanh trinh.

Xac thyc sinh trac hoc: Sif dung khudn mit,
¢d thé m& rdng van tay, mdng mét... dé xac thuc danh
tinh tu dong.
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5 .0 Dongbd kiém sodt - Tich hgp check-in, an ninh, cifa lén may
=[] = bay trén mét n&n tang xac thic chung, ddm bao ludng di chuyén
O @ lién tuc, hidu qua.
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KIEN TRUC HE THONG

Lam thd tuc (Check-in),
Kiosk tu phuc vu

GUi hanh ly,
Kiosk tu phuc vy
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Boarding Gate (BG)

Piém kiém tra an ninh

Pi€m kiém tra an ninh
(AGAC)

(AGAC)
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Giao dién nguoi dung (Interfaces)

H& thdng cung cap cac diém tudng tac chinh: Quiy thi
tuc, kiosk tu phuc vy, cdng an ninh va cdng lén méy
bay. Chi can dang ky sinh tric hoc mét lan, hanh khach
c6 thé diing nhan dién khudn mét dé di chuyén nhanh,
khdng can xuat trinh gidy tJ.
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B6 xU ly sinh trac hoc
(Biometric Engine)

Biometric Engine van hanh thujt toan nhan dién
khudn mit, tlf tao mau sinh tric hoc (Bio Template),
so khdp 1:1 (Face Matching), tim kiém 1:N (Face
Search) dén xif ly anh ty ddng. Al ndng cao d6 chinh
xac, phat hién gian lan, t8i uu hiéu qua xac thyc.
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HE thong quan ly sinh tric hoc (BioStation)

BioStation xtf Iy va luu trit dif lidu sinh tric hoc, hé trg
dang ky danh tinh, xdc minh théng tin, kiém tra danh
sach han ché, c&m bay. H& théng cung cdp cdng cu cho
nhén vién an ninh trén thiét bi cam tay, gitip gidm sat
va xac thuc nhanh.

Hé thong xac thuc CCCD gan chip
(Real ID eGate Keeper)

Real ID eGate Keeper tu ddng quét, doc di lidu tif chip
H& chiéu, CCCD, dam bao danh tinh chinh x3c v3
chdng gid mao. CCCD dugc xac thyc qua trung gian xéc
thyc dugc két ndi tryc tiép véi Trung tdm dif liéu dan
cu ctia B9 Cong An.
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Hé thong quan tri tap trung

(BioStation EM) Ha tang hé thong (Infrastructure)

BioStation EM hé trd gidm st theo thdi gian thyc, BioStation van hanh trén n&n tang may cha manh mé,
phén tich dif liéu van hanh véi cdng cu quan Iy, €6 kha ndng md rong linh hoat, dam bao xdf ly dit liéu
dashboard, bao cao thdng ké, xif Iy cac tinh hudng nhanh va 6n dinh ngay ca trong gi&s cao diém véi lugng
ngoai Ié va theo d&i luu lugng hanh khich, dam bao hanh khéch l6n.

san bay vdn hanh mugt ma, hiéu qua.

Tich hop vdi hé thdng bén ngoai

BioStation két ndi tryc tiép tdi Dich vu xac thuc khudn mit, dich vu xéc thyc CCCD gin chip, AODB ciing véi céc
hé théng CUSS/CUPPS,..., gilip t6i uu héa quy trinh, rit ngan thdi gian lam tha tuc va nang cao trai nghiém cho
hanh khach.

Uu diém kién triic
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v/ Ty ddng héa quy trinh, ting tdc dd xir ly
+/ Do chinh xac cao, an ninh ti uu
+/ Kha ndng m& réng linh hoat, tich hgp dé dang

v/ Quan ly tap trung, giam sét hiéu qua
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Quy trinh lam viéc clia hé théng BioStation

) TONG QUAN GIAI PHAP :

Tréi nghiém khach hang tron goi lién mach...

) Dang ky mét fan ) Quan 1y danh tinh cia hanh khach ) Sir dung

tao Dinh danh duy nhat 6 khap moi nat

Sd do hoat dong

SO DO HOAT DONG

- e Toben * Single Tokan Sesrcn in Blobtation * Gingha Token Daletier In MoStesen
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Gidi thiéu vé BioToken ° '

Chifc ning tao BioToken

Chdc néng tao BioToken gitip hanh khich dang ky mét danh tinh s6 duy nhat dé sut dung trong suét hanh trinh

hang khéng.
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® Hé théng quét va x4c thuc CCCD gin chip, HO chiéu, doc QR code, thé [én tau bay, dong thdi chup anh khudn mit.
D lidu sinh tréc hoc dudgc gui 18n dich vu xéc thifc khudn mét dé xac thyc thong tin.

© Néu tat ca thong tin hgp 1§, hé théng s& tao mét mé dinh danh sinh tric s6 (BioToken) va lién két né véi danh tinh
cta hanh khach.

Khi BioToken dugc tao, hanh khach cé thé sif dung
nd xuyén sudt hanh trinh ma khéng can xuat trinh
gidy t& nhiéu lan. BioToken

BioToken hét hiéu luc

yen rieng tu'va tuan
thliquy dinh bao vé dif liéu. BioS Ja sau mot thdi g cau hinh), trif khi
hanh khach yéu cau duy tri,

Ngoai ra hanh khach luén cé quyén truy cap vao dit liéu sinh trac hoc da [y ¢da minh va yéu cau xoa thong
tin nay qua iing dung di déng iACV.

Khi xoa BioToken, hé théng s& hily BioToken, x6a d tflieu sinh trac va cap nhat trang thai danh tinh s6 khong
con hiéu luc.




Ldi ich chinh clia BioToken '

Rut ngan thdi gian lam tha tuc - Di chuyen
nhanh chéng, khéng cin xudt trinh gidy to

+ Ddng ky mét 13n - sit dung moi ndi: Hanh khach chi can
chup anh khuén mat khi check-in, hé théng s& nhan
dién ty dong tai moi diém ti&p theo.

» Giam tinh trang tré chuyén bay do chd dgi qualaud
cong kiém tra.

Tang cudng bao mit - - Chdng gia mao, nang
cao ki€m sodt an ninh.

* Xéc thuc chinh xdc ~ Diing ngudi, diing vé, ding
chuyén, ngén chin gidy td gia, vé l3u.

+ Canh bdo ty ddng - Kiém tra danh séch den, phat hién
ddi tugng cdm bay ngay tai diém kiém soat.

» Chdng gian 14n - Cdng nghé Liveness Detection ngan
chdn stf dyng anh/video gia.

* An ninh t6i Uu - Gidm thiéu 13i sai do kiém tra tha cdng,
tdng d6 chinh xac.

Néng cao trai nghiém hanh khach - Djch vy
hién dai, tién Igi

+ Dichuyén khéng cham - Chi cin nhin vao camera d&
hoan tat kiém tra.

+ Tién lgi hon - C6 thém thdsi gian thu gidn, sn udng,
mua sdm trudc chuyén bay.

Téi uu héa véan hanh - Tiét kiém chi phi cho
san bay & héng hang khéng

« Giam tai cho san bay: Quy trinh ty déng héa giup mét
nhén vién quan ly nhidu c8ng kiém tra ciing liic.

« Ti€t kiém chi phi nhan su: Gidm nhu ciu tuyén dung
nhdn vién lam tha tuc check-in, an ninh.

+ Tan dung cd 56 ha tng: Khdng cin mé rong quay

3 R
check-in, thay vao d6 sif dung kiosk ty ddng va nhan T , " F i
dién sinh tric hoc. b | g
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* Khéng can gidy t3 - Di chuyén nhanh chéng, thun tién.
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Xac thuc khuon mat

Su dung Al va deep learning dé nhan dién
khuon mat trong thai gian thuc.

Déc tinh k¥ thuat ndi bat

Thdi gian A e .
s s Do chinh xdc cao
phan hoi nhanh
Hé thong cé kha ning Cd ché md héa va luu trit dif liéu bao mat
hoat dong lién tuc 24/7 cao, tudn thu cdc tiéu chuan an ninh

vdi kha ndng md rdng linh hoat hang dau

Tinh nang chinh

aray) r 7] TN\
G (2 @ e
\NA/ L Y s
Xéc thuc Thuéat toan Al Quan trj Cong nghé

khudn mat nhén dién khuén mit sinh tric hoc Liveness Detection
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Xac thuc khudn mit

/_\ * H&thdng s& chup anh khudn mit tai ché va gifi dif liéu sinh tréc hoc
( nay dén Dich vu xac thiic khudn mat. Tai day, dich vu s& so sdnh anh

' mdi thu dugc véi anh trong CCCD gin chip hodc hd chigu gin chip
\ J/ dién ti dé€ xac minh danh tinh hanh khéch.

* Trong qua trinh nay, hé théng danh gid mdc d6 tring khép véi dit lidu
khudn mat c6 trong hé thdng, dong thdi kich hoat canh bao khi phat
hién nguy ¢d gian l3n hodc mao danh.

Thuat toan Al nhén dién khudn mit

» Nhan dién chinh xdc: Hé thong kiém tra chat lugng anh (Mg nhoe, ti,
chéisang, khuén mat bi che, nhim mit, deo khau trang, kinh ram,
khudn mat bi chinh siia dién tlr, photoshop hodc co nhiéu khudn mat
ton tai trong khudn hinh...) va dua ra canh bao néu khéng dat chuan.

» Toc do xdf ly cao: XU ly xac thuc chi trong dudi 1 gidy, phl hdp v8inhu
cau thdi gian thuc.

Linh hoat: Cho phép nhan dién & nhiéu goc quay, hé trg ca déi sanh 1:1
va tim kiém 1:N.

+ Chéng mao danh: Tich hop liveness detection dé phan biét ngugi that
va cac hinh thdc gia mao (anh, video).

Quan trj sinh tric hoc

Luu trif va quan ly

Cho phép luu tril va quan ly anh khudn
mdt, thong tin CCCD/H chiéu trén nén l%‘

tang tap trung. {@‘ A

Bao v diif liéu riéng tu

Cap nhit va bio tri Tuén thd nghiém ngit cac quy dinh

vé bao mat va quyén riéng tu, dam
HG trg cdp nhat va béo tri hd sd 2‘\ bao dif liéu sinh tric dudc bao vé
sinh trdc ddm bao tinh nhét quén @V@ antoan.

va an toan cho dit liéu.
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Luu trif va quan ly '

H&é thdng tich hgp kha niing phat hién khuén mat, kiém tra su sGng va ghi nhan anh khudn mét. Trong trudng
hgp qua trinh xac thyc khdng thanh céng, hé théng cho phép thyc hién lai viéc thu thap hinh anh nhim dam

bao d8 chinh xéac va tip cay coa dit liéu.

@% Cap nhat va bao tri

Hé théng hé trg tao lap, truy xust va xac minh dif li€u sinh tréc hoc khudn mét, gidp hanh khach si dung chinh
gudng mat ctia minh dé thyc hién cac tudng téc tai cac diém cham trong sudt hanh trinh.

Bao vé dif liéu rieng tu
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Dif liéu sinh tric hoc cGia hanh khach dugc quan ly nghi&m ngit va ty déng xa khoi hé théng theo thdi han luu
trif dugc cdu hinh, dam bdo tuan thii cac quy dinh vé bao vé dif liéu ca nhan. Ddng thdi, hanh khach hoan toan
c6 thé truy cap va chi dong x6a théng tin sinh tric hoc ciia minh bét ky lic ndo théng qua {ng dung di déng iACV.

Cong nghé Liveness Detection

BioStation dat tiéu chudn 1SO 30107-3 v& chdng gia mao sinh tric khudn mit.

Chdng gia mao 2D/ 3D

Ung dung mé hinh deep learning dé xéc dinh khudn
mat trudc camera |3 that hay gia.

M& hinh dugc hudn luyén trén tap dif lidu [6n, bao gom
hinh anh that va gid mao da dang, gitip phét hién
chinh xac céc dic diém tinh vi dé ngan chan gian lan.

Téng hgp da nguon dif ligu

Ung dung mé hinh ensemble (Multi-Modal Fusion) két
hdp véi dit liéu tif nhidu ngudn dé dua ra quyét dinh
xac thuc cudi cling.
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GIAI PHAP XAC THUC

Can cudc cong dan gan chip, hd chiéu gin chip dién tif

Xac thuc danh tinh an toan

» Doc va xdc thylc CCCD gin chip, HS chiéu gén chip
dién tdf vdi chudn bio mat cao nhit.

* S dung cong nghé& ma héa QCVN 15:2023/BQP
(RSA 3072-bit, SHA-256) dé bao vé dif liéu tuyét ddi.

» Kiém tra tinh toan ven cia dif liéu H chiéu gdn chip
dién tf, ngdn chdn can thiép, chinh sifa, dam bao d
tin cdy cao trong xac thuc danh tinh.

» Xac thyc thong tin Thé [én tau bay nhanh chéng qua
tinh ndng quét Barcode/QR.

Ldi ich clia giai phap

+/ Tiét ki€ém thdi gian xac thyc dinh danh théng tin
ctia khach hang

+/ Gidm thiéu rii ro gidy t& bi sao chép, chinh stfa
lam gia

v/ Docditliéu trén thé cé d6 chinh x4c tuyét déi 100%

<

Xac minh chinh sdch gidy t3 do chinh B§ Cong An cip

v/ Xac thuc chinh xac chi s& hitu clia gidy t&

* Giai phap gilip t6i uu quy trinh x4c thuc
danh tinh, nang cao do6 chinh xac, bao mat

va cai thién hiéu suat van hanh cho san bay
va cac t6 chiic doanh nghiép 16n.
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Cac thanh phén chinh giai phap xac thuc can cudc cong dan

Hanh khach

Quét CCCD gin chip

HE THONG XAC THUC TAI SAN BAY

Trich xudt dligu &

Théng bdo k&t qua
glhi dén BioStation

adc thafe CCCD

GO dif 13w CCCD

D3i chiéu théng tin
43 m3 hod

va gl két qua

KiBm tra vi gif i
kit qud xdc thitc

Gifi yéu chu
x8c thyc CCCD

Tré két qui

xéc thife danh tinh

Chuyén tigp
yu c5u wic thuc

6%- Uu diém

v/ Dakénh, da nén tang

Reader SDK - Phdn mém doc thé thong minh

« Trich xuét thdng tin dugc phép theo quy dinh tU chip NFC trén CCCD
gén chip thdng qua thiét bj tich hdp hodc dau doc chuyén dung.

+ Kiém tra sd b dif liéu, m3 héa bao mat va gUi théng tin dén hé thdng
xac thyc Real ID eGate Keeper théng qua hé thong BioStation.

Real ID eGate Keeper - Cang trung gian xac thuc

+ Ti€p nhén, gidi m3 va kiém tra tinh toan ven dit liéu tif Reader SDK.
* Xdc thyc thé CCCD gin chip thang qua hé théng Real ID.
+ DO chiéu, kiém tra tinh chinh xac trudc khi gUi két qua vé BioStation.

Real ID Service - Dich vu trung gian xac thuc

+ Ti€p nhan dif liéu d3 dudc déng g6i, m3 hda tif Real ID eGate Keeper,
dé kiém tra, xdc minh danh tinh.

+ Chuyén tiép két qua xac thuc dén cac hé thdng (Real ID eGate Keeper,
Trung t3m RAR, (Ing dung BioStation) d& dam bao dd tin cdy cao nhat.

v/ K&t ndi tryc tuyén theo thdi gian thuc véi Trung tdm RAR

14
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BioStation EM '
HE THONG PHAN MEM QUAN TRI TAP TRUNG THIET BJ AU CUGI

Phan hé
Quan tri Théng tin Thiét bi

Phan hé
Giam sat & Xir ly Canh bao

Phan hé
Théng bao Canh bao

BioStation Phan hé Giam sat
EM Trang thai Van hanh Cifa An ninh

Phan hé

trén May tinh Bang ctia ANHK

Phan hé
Bao cao & Phan tich

Phan hé
Ngudi dung & Cau hinh Hé théng

15
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Quan tri thdng tin thiét bj

* Thém, sta, x6a thiét bi; phan loai theo vi tri (quiy check-in,
kiosk...) hodc chiic ndng (camera, reader CCCD...):

* Theo dGi trang thai hoat ddng, cdu hinh phan ciing, dja chi IP,
phién ban firmware.

+ Quan ly bao tri dinh ky, ty ddng 1&n lich va canh béo khi dén han.

+ Néng cap firmware/hardware tif xa, cdnh bdo thiét bi cii/I6i.

Giam sat & xi&' ly canh bao

r

* Tu ddng hién thj cifa s6 mdi hién thj hinh dnh camera khi phat
hién sy ¢6 va canh bao (xdm nhap, cita khéng doéng...). hé trg
quan ly tap trung qua trinh ra soat va gidm sat truc tuyén.

« Tich hgp video real-time, hd trd ghi chi, chup anh, luu trif d&
phén tich.

» Quan ly hinh anh canh béo, luu trif clip hodc hinh anh kém thdi
gian, vi tri.

Thong bao, canh bdo

* Ty dong gufi email, SMS dén cac can bd lién quan ngay khi phat
hién [6i hodc canh bdo an ninh

+ Cdu hinh cap d9 canh bao, danh sich nhan théng bo, ngudng
kich hoat.

« GUithong bao theo kich ban c¢6 san.

Giam sat trang théi van hanh cita an ninh

* Quan ly clia an ninh va hién thi trang thai (dang hoat hoat déng,
tam diing, 16i...) trén dashboard trung tam.

+ Canh béo khi phét hién bat thudng nhu 13 cam bién, clia khéa
ddt ngot.

16



Bao cdo & phan tich (Hicu sustva hoat

* Théng ké lugt hanh khich, ding ky khudn mat, x6a dir liéu, tan
Xudt truy cp, xac thuc thanh cong/ that bai...

+ Phan tich hiéu sudt: Tinh trang sif dung phan mém, thdi gian x
ly trung binh, canh béo I15i va phudng thilc xit Iy su ¢é.

« B0 thj tryc quan gidp danh gia va t8i uu quy trinh va hd trg xuat

béo cdo dudi dinh dang Excel, PDF.

» Théng ké bdo cdo tang hap theo ngay/tuan/thang/n3m.

Phén hé trén Mdy tinh Bang ctia An ninh Hang khdng

+ Hi&n thj lubng video va thdng tin thist b| khi nhan vién an ninh
thao tac “bypass” bang tay.

+ Chiic ndng bypass linh hoat, cho phép mé/tat quy trinh ty dong
trong tinh hudng khan cap, ghi log toan bé thao tac.

* Quan ly quy&n thao tac tho cdng {cho phép, ding cap), kiém soat
tif xa, luu vét thdng tin ngudi thuc hién.

ddng)

Quan tri ngudi diing & Cau hinh hé théng

Tao, stia, x6a tai khoan, phan nhém quyén (Admin, Supervisor,
Operator...).

Tuy chinh quy&n truy c3p trén tifng module (xem, sfa, x0a...), hd
trg Access Control linh hoat.

Chinh sich bao mat chit ché: quy tic mat khdu, gidi han ding
nhép sai, hé trg xac thuc da yéu t§ (MFA).

bang xudt khong gidn doan, cho phép chuyén d8i nhanh ngusdi
ding ma khdng dnh hudng dén quy trinh vin hanh,

17
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TiNH NANG NANG CAO VA

TICH HOP HE THONG

® BioStation tudn thu day du cdc chudn két ni hang khdng, hé trg tich hdp va trao ddi di liéu véi cic hé théng sén
bay nhu CUSS/CUPPS, ciing cdc hé théng lién quan theo dinh dang tiéu chuin qudc té.

® BioStation cung cdp céc phudng thiic két néi linh hoat nhu RESTful API, SOAP, Message Queue (MQ), WebSocket,
gilp truy xudt théng tin chuyén bay tif hé théng xdc thuc thdng tin hanh khach (PRS) thuc hién ki€m tra théng tin
chuyén bay(tén hanh khéch, hanh trinh bay, gid khdi hanh, cira 1&n tau bay, s8 ghé, s6 thif tulam thi tuc,...), kiém

tra danh sach han ché, cim bay dong thdi theo ddi trang thai hanh ly ky glfi chinh x4c va kip thdi, dam bao hoat
ddng khai thac hiéu qua va lien mach.

Cac tinh nang bé trg

Ho trg tich hdp da kénh: Két néi Quan ly tif xa: Dashboard gism sat

vdi hé théng lam thi tuc, vé may bay 1 @ 3 thdi gian thuc cho nhan vién quan ly
va cac dich vy san bay khéc 9 san bay.
€ '@
2 4

Ché dd dy phong: Heé théng ty dong Cap nhdt & bao tri: H& théng hb trg cap
chuyén sang ché dd dy phong trong trudng nhat phan mém ty déng va bao tri tif xa.
hgp mat két ndi ho3c suf cd.

18
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AN NINH & BAO MAT DU LIEU '

Bién phap bdo mit

Sd dung tinh nding ma héa tuan thi QCYN 15:2023/BQP cho céc tiéu chi tdi thidu: RSA 3072-bit;
SHA-256,
* Sifdung giao thic SSL trong gtli nhin dit liéu.

Lufu trif dif liéu trén cdc may chil bao mat, ¢6 cd ché sao luu dinh ky.

Kiém soét truy cap theo vai trd, dam bao chi cé ngudi diing dugc phan quyén mdi truy cap dugc
cac viing dif lidu nhay cam.
Kha ndng mé réng & Tich hdp

+ Tich hgp véi hé théng CCTV ciia sin bay
+ Cung cdp API dé chia sé dit liéu véi cic hé thdng khéc theo thdi gian thyc

STANDARDS

Tuan thu tiéu chuan

+ Heé théng tudn thi cac tiéu chudn bao mat quoc té, doc va kiém tra thong tin ho chiéu dién ta

dam bao thong tin khong bican thiép.
« Dugc kiém dinh va chiing nhan bdi cic t6 chic uy tin vé an ninh théng tin.
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Ldi ich cho san bay

EZ)
Tiét kiém thdi gian

Rut ngdn quy trinh kiém tra an ninh, gidam

thai gian [am thi tuc cho hanh khach.

Tang cuong an ninh
Giam thiéu rui ro gian {4n, nang cao hiéu

qua kiém soét an ninh.
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Nang cao chat lugng dich vu
Mang lai trai nghiém lién mach, tang su

hai long clia hanh khach.

:_J
- L ___. ‘;‘:1

T6i uu chi phivan hanh
Gidm su phu thudc vao nhan su qua tu

dong hoa, gitip tiét kiém chi phi dai han.




